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As law firms nationwide transition to working remotely in response to the COVID-19 pandemic, here
are some resources and tips for making sure your team stays connected and has the tech support it
needs.

Three years ago, | wrote an article for Trial about working remotely that began: “Up to 30% of people in the
United States work remotely—and that number has grown by almost 80% in the last decade.”! Now, with the
world in the midst of the COVID-19 pandemic, the percentage of remote workers has increased drastically, with
most law firms now nearly 100% remote.? Having remote workers is no longer avoidable and, for the time being,
in-person interaction in the workplace is the exception. We have been forced to adapt to a legal system in which
in-person hearings, depositions, mediations, and meetings have not been possible. Here are some tips, potential
pitfalls, and resources to help navigate this new normal.

Social Distancing Orders

As of April 8, 42 states have stay-at-home or shelter-in-place (SIP) orders to help curb the spread of COVID-19,
with more than 310 million Americans told to stay home except for “essential” activities.® Judy Perry Martinez,
president of the American Bar Association, made a plea to the Cybersecurity and Infrastructure Security Agency,
which is the agency providing guidance to state and local jurisdictions during the pandemic, to include legal
services as essential. She explained, “The American people and U.S. business community must have access to the
legal services they need—when they need them most, in this time of crisis.”4 But many state orders have not
deemed legal services essential. And even in states that have, law firms of all sizes are converting to a remote
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workforce.” These orders differ from state to state and even from county to county in some instances. It is
important to understand how these orders affect your firm's ability to continue to operate.

When evaluating stay-at-home or shelter-in-place orders, two attorneys recommend considering five questions:©

1. "Is your business specifically identified as essential and excluded from provisions of the SIP order?”

2. "Does the SIP order exclude the 16 critical infrastructure sectors as identified by the National Cybersecurity
and Infrastructure Agency, and, if so, does your business qualify as one of those?”

3. "Are there exceptions in the SIP order for employees to be physically present on the business premises and
do they need to follow certain COVID-19 protocols to do so?”

4. "If your business or IT employees’ activities are not excluded from the SIP order, does your IT department
have a contingency for not being physically present?”

5. "Is it arguable that the SIP order implies the ability to maintain work-at-home operations for nonessential
businesses even if it means occasional access to the physical facility for that purpose alone?”

Cybersecurity

Cybersecurity is always a concern for law firms. We need to protect the firm's internal proprietary information,
our clients’ personal information, and even defendants’ information that we have access to and that may be
subject to protective orders. But with everyone working remotely, firms must fortify all networks accessed from
home and ensure that both the firm and its employees have proper security protocols in place.

Even the FBI has alerted the general public to a rise in fraud schemes related to the coronavirus pandemic,
warning everyone to watch for fake Centers for Disease Control and Prevention emails, phishing emails, and sales
of counterfeit treatments or equipment.” The FBI alert contains a list of ways to maintain good “cyber hygiene”s:

¢ “Do not open attachments or click links within emails from senders you don't recognize.

* Do not provide your username, password, date of birth, Social Security Number, financial data, or other
personal information in response to an email or robocall.

e Always verify the web address of legitimate websites and manually type them into your browser.

* (Check for misspellings or wrong domains within a link (for example, an address that should end in a‘.goVv
ends in‘.com’ instead).”

Policies and procedures. Update (or implement) information security policies and procedures that address
everything from passwords needed to access firm resources to a disaster recovery plan in the event of a data
breach. Many resources designed to guide small law firms are available at no cost from vendors, such as Accellis
Technology Group’s comprehensive “Practical Guide to Cybersecurity for the Small Firm.”? Your IT vendor can
help with obtaining and setting up security measures and also provide advice for procedures and information
recovery tools if a breach occurs.

Your policies should address the potential misuse of company resources and, especially now, apply to the use of
personal devices as well. For example, policies should address issues such as misusing personal email to send or
receive firm email, storing business information on personal cloud accounts, misuse of unsecured wireless or
conference call connections, and not properly storing or disposing of sensitive business information—among
others.’0



Provide updated training materials to employees about the firm's security policies, which should include specific
examples that illustrate what a potential threat may look like and how it may manifest. For example, my firm's
office manager, who is implementing the recommended cybersecurity measures, has found it helpful to give real
examples of what phishing may look like, sending screenshots in our emails and reminding everyone that
phishing can come via email, websites, phone calls, and even people knocking on our doors since we're all home
during the day now.

Finally, create or review your existing data security breach response plan—also called an incident response
plan."” Employees should know who to contact if they fear they may have been hacked.'?

Enhanced cybersecurity practices. To the extent that you have not already, implement specific practices and the
use of technology to enhance security, particularly as it relates to accessing firm resources. Cybersecurity
attorney Alexander Urbelis (a former hacker) has warned of “massive” remote work risks.'3 He suggests that one
way to guard against hacking is to implement the use of “MFA [multifactor authentication] or 2FA [two-factor
authentication], in particular . . . using something other than just a password to access company resources is
critical these days.”* Firms should institute these added authentication measures for use with firm resources,
such as company servers, shared networks, software programs, and emails and calendars—especially when
employees use personal devices to access these resources.

People often are hacked through unsecured Wi-Fi networks, and now that virtually all employees are working
from home, firms should make sure that employees’ home Wi-Fi networks are secure.’ Employees’ home Wi-Fi
should include network security technology (Wireless Protected Access or WPA2)."® And firm policy should
prohibit employees from using unsecured Wi-Fi sources when accessing company resources.

Similarly, firms should offer employees security-related software, such as anti-malware software, and other
technology to protect their personal devices, including personal laptops, phones, and tablets. "’

We also need to watch out for home devices that could compromise security, including smart speakers such as
Alexa, Google Assistant, and Siri. Privacy and security experts are advising law firms to require attorneys and staff
not to discuss sensitive information when these devices are within earshot.'8

Essential Tech and Communication

Communication and the right technology—the keys to successful remote working discussed in my article three
years ago—are even more important today. One major way that law firms are improving remote communication
is with the use of videoconferencing. By now most people have heard of Zoom, which has seen its popularity soar
over the last two months.'? Other videoconferencing systems include Skype for Business/Microsoft Teams,
Google Hangouts Meet through G Suite, Cisco WebEx meetings, and GoToMeeting. Some of these programs offer
free versions, but with time limits and restrictions on the number of users.2%

Maintaining communication with clients is, of course, also a must. Remote employees can seamlessly continue
talking to clients using Voice over Internet Protocol (VolIP) services, which allow subscribers to connect their office
phone lines to the internet. Once set up, calls can be made from the office lines as opposed to using personal
cell phones. RingCentral is a VoIP service and app that provides both regular and video calls, while avoiding the
use of personal cell phone numbers for calls with opposing counsel or clients.2" When using VolP services,
remote employees can route calls to other employees the same way they would if they were in the office.

Remote Management and Project Organization



Setting up remote firms and managing employees remotely have proven to be significant challenges. While
attorneys already may be accustomed to working outside of the office and are set up with time and expense
software for billing purposes, staff typically are in the office during work hours with the office manager or a
supervisor present to oversee equipment and file access, production, and breaks.

“The most difficult issue was providing and ensuring that every employee had the necessary equipment and
internet access to connect with our system. Depending on the employee’s position and responsibilities, it was
necessary to establish different levels of access and communication,” Mike Arias, senior partner at Arias
Sanguinetti Wang & Torrijos, said about setting up his staff for remote work. Arias also revised office procedures,
including setting up a timekeeping system that requires staff to identify the tasks performed throughout the day
and the time spent to complete them. He said, “It is important that the timekeeping is perceived and understood
not to be ‘Big Brother, but simply more of the substitute office manager.”

Many tools are available for remotely organizing and managing team projects. For example, OmniFocus is a task
management app for people who use Apple products. The app’s goal is to enable the user to immediately put
thoughts and ideas into to-do lists—you can even use Siri to do this.

Evernote is a note-taking app that allows for easy searching and filing, creating a virtual “library” that can be
accessed easily through a web browser or mobile device. If you install Evernote on your computer, you can
access all of your notes and notebooks if you do not have internet access, and any edits you make will be synced
once you go back online.?2 Evernote also allows for image capture and clipping sections of webpages, image
capture from cameras, and voice recording. Images containing text can be converted into editable and
searchable text using optional character recognition—also known as OCR—and even annotated.

Trello, Slack, Confluence, and Jira are examples of popular project management tools. These are web-based
applications (all of which also have mobile apps) that allow users to stay organized on many different levels—
tasks, resources, deadlines, goals—and provide a team platform for easy coordination, functioning as a
communal to-do list.

Other programs, such as Sneek, can connect employees over video continuously throughout the day, but this has
raised concerns about employee monitoring and privacy.23 But after looking at it closer, Sneek may help create a
cohesive, more office-like environment when all employees are entirely remote.2*

Imagine a group project being done in your office’s conference room, such as document review, when reviewers
are working individually but also collaboratively. When everyone is in the same room, the ease of communication
periodically throughout the day fosters brainstorming and the collective mind. No need to stop to send an email,
make a phone call, or set up a conference call to discuss what reviewers are finding. Sneek provides this
remotely, including the communication: It allows you to see your coworkers all day and start an instant video chat
with a single click, either to the group or to an individual.2>

We should consider novel approaches to deal with what we miss when we are not able to be in the same room.
We need to be flexible, creative, open to new ideas, and patient as we adapt to this new reality.

Stay Connected and Share Resources

Professional organizations, consultants, and vendors who serve the legal industry have responded quickly with
information to help lawyers and law firms cope, much of which is offered at no cost. Your inbox has been filled
with emails offering COVID-19 guides, webinars, podcasts, and articles with advice and guidance in a broad range
of areas, including legal practice, cybersecurity, finance, employee management, and personal and family care.



Everyone is sharing suggestions and resources through emails, group texts, list servers, social media, and phone
calls, which also helps people stay connected. In fact, what would seem obvious—old-fashioned picking up the
phone—is often the first or second piece of advice for better communication in today's remote environment.
People are feeling disconnected and isolated, while at the same time work life has been intertwined with home
life. We must create remote office environments that embrace these changes and look at work in a new way.
Cameos of kids and pets on work-related videoconferences are now invited rather than viewed as embarrassing
interruptions.26

The Unknown Future

Perhaps the hardest part of the COVID-19 pandemic is all the unknowns, particularly when it will end. For our
work lives, how long before we can go back to court and before we can conduct depositions and mediations in
person again? Will legal services be deemed “essential” on a national basis at some point?

We do not yet know how the justice system will be affected. What we do know is that we all have been forced
down this path and have no choice but to adapt to some level of remote working, at least for now. Despite the
adversarial nature inherent in our business, we are in this together.

Karen Barth Menzies is a partner at Gibbs Law Group in Oakland, Calif., and can be reached at
kbm@classlawgroup.com. The views expressed in this article are the author’s and do not constitute an
endorsement of any product or service by Trial or AAJ.

Additional Resources

* AAJ: justice.org/covid
e Thomson Reuters: https://www.thomsonreuters.com/en/resources/covid-19.html

* Public Justice: https://www.publicjustice.net/justice-delayed-justice-denied/

e Xantrion, A Manager's Guide for Full Remote Working, https:/tinyurl.com/tfowb78.

e Sandeep Kashyap, A Manager's Guide to Manage Remote Team, ProofHub (Mar. 13, 2020),
https://www.proofhub.com/articles/managing-remote-teams.
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